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 Abstract: Right now, Mobile Ad hoc Networks (MANETs) have developed as one of the 

fundamental cutting edge remote organization advancements. MANET contains portable 

hubs that are self-configurable, and each versatile hub acts as a switch for each and every 

other hub permitting information to move by utilizing multi-bounce network courses. 

MANETs connote a systems administration class that is significant and contrasts from 

customary frameworks. In spite of the fact that MANETs are in effect prevalently utilized in 

business just as scholastic fields, these were fundamentally intended for organization in 

regions like military combat zones, crisis salvage and search activities, and other testing or 

unfriendly conditions. The disseminated and remote nature of MANETs prepares for 

gatecrashers to diminish MANET functionalities. MANET are vulnerable to different assault 

at various layers since most of MANET steering conventions are planned with the suspicion 

that no noxious gatecrasher is available in the organization. Thusly, perceiving those dangers 

and discovering answers for their alleviation become fundamental. This investigation 

examinations different security ascribes, challenges, assaults on numerous layers and 

countermeasures for ruining assaults in MANETs. 

 

 Keywords: Intrusion detection system, MANET security, secure MANET routing, MANET 

security attacks.  

 

I. INTRODUCTION  

In portable correspondence innovation, Mobile Adhoc Networks (or MANETs) are among the 

most subjects talked about in the exploration local area. MANET is framed of a gathering of 

portable hubs that are without an organization framework [1]. The MANET hubs connect with 
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one another utilizing radio waves. MANETs are recognized by (a) remote correspondence, (b) 

hubs having a double occupation of going about as hosts and a switch (c) decentralized control 

and absence of framework. (d) powerful difference in network geography joined by customary 

directing updates, (e) simple organization, (f) Scalable organization, (g) Self-organization, self-

arrangement, and self-creation, (h) Cooperative and dispersed nature of working, (I) Restriction 

on gadget size, (j) simple sending, (k) limitation transfer speed usage, (l)minimum human 

mediation for network design, (m) programmed reconfiguration, (n) gadget heterogeneity, and 

(o) multi-jump radio transmission [2], [3]. 

 

MANETs discover broad use in military activities, sensor organizations, crisis help and 

salvage missions, clinical benefit, quarry site strategies, robot information obtaining, the 

business area, individual region organizations, and so on [4]-[6]. In spite of the long stretches of 

flow research, there is an advancement in the space of versatile specially appointed 

organizations addressing the future pattern of its administrations and applications, 

predominantly attributable to new equipment improvement (keen vehicles, savvy drones, UAVs, 

and so forth) just as developing programming (installed stages) [7]. Likewise, more 

application/administration situated examination issues coordinated with the mechanical just as 

business-related administrations of Internet-of-Things (IoT) like savvy home, keen vehicles, 

shrewd network, and so on are arising in the area of sensor networks that is a main segment of 

MANETs. Without a doubt, it is a recent fad that is being confronted and is encapsulated by a 

few interesting difficulties.  

 

Postponement lenient systems administration or DTN has been perhaps the most 

dynamic exploration fields in MANETs as of late. A DTN may be deteriorated into sub-

networks briefly because of inadequate transmission range, hub developments, or obstacles in 

the climate. Walker cell phone organization, strategic organization, or vehicular organization 

represent a DTN [7]. 

The central objective of MANETs is guaranteeing clients admittance to portable assets. 

MANETs are connoted by powerful geographies with the end goal that the versatile hubs 

continue moving haphazardly and accepting the following portability point is absurd. Because of 

such a geography, MANET hubs ought to guarantee to have exceptionally balanced out 

directing since the odds of irregular connection increment as the hubs move. This will likewise 

suggest that portable hubs need to perform consistent listening mode with all the organization 

hubs and their directing tables should be refreshed routinely. In this way, tremendous energy is 
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exhausted, prompting a decrease in hub execution, accordingly influencing the presentation of 

the organization continuously. Therefore, it is seen that there are different issues identified with 

MANET like transmission capacity utilization, between appearance time, energy waste, 

directing, dormancy, unstabilized or discontinuous connections, and so on [1], [8]. In the new 

past, there were significant exploration endeavors where the central objective was the upgrade 

and plan of steering conventions. 

 

However there are a few MANET directing conventions [9], 98% of the exploration 

works led up until now, center just around conventions like DSDV (Destination Sequence 

Distance Vector), OLSR (Optimized Link State Routing), AODV (Adhoc On-Demand Distance 

vector) and DSR (Dynamic Source Routing). These conventions have their particular upsides 

and downsides that brief the analysts to plan another steering convention or upgrade the current 

ones. Other than the presentation issue of MANETs, security is another issue that is yet to be 

addressed [10]. A few works, for example, [11]-[17] have examined a few security dangers and 

strategies for moderating something very similar. The assorted security dangers and assaults that 

have been broke down so far contain Sybil assault, cloning assault, dark opening assault, 

flooding or Denial-of-Service assault, sinkhole assault, hurrying assault, parcel dropping, and so 

on [18]. To give secure MANET correspondence, understanding the assortment of assaults 

conceivable at different MANET layers is fundamental. This examination plans to introduce a 

complete and organized survey of the notable security assaults, dangers and security approaches 

in MANETs. 

The paper is coordinated into different segments with Section II examining the security 

weaknesses in MANETs. A conversation on different MANET security ascribes has been given 

in Section III, and Section IV ponders about trust as a fundamental security include in MANETs. 

The different sort of assaults habitually saw in MANETs have been placed exhaustively in 

Section V, and the results of those assaults on MANETs have been given in Section VI. This is 

trailed by nitty gritty data about the preventive and receptive security arrangements in MANETs 

in Section VII. At last, the paper is closed with an explanation on future examination heading in 

MANETs and finishing up comments in Section VIII and IX, separately. 

 

II. SECURITY CHALLENGES IN MANET  

 

MANETs contain the most intriguing organizations. MANETs are presented to an assortment of 

dynamic just as uninvolved assaults since it utilizes air and threatening conditions as a medium. 
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Dynamic assaults are led by rivals that are completely outfitted with cutting edge devices. They 

can change information communicated through the organization just as ruining the usefulness of 

the framework by making adjustments in interface related updates, geography and steering. 

Instances of dynamic assaults incorporate Blackhole assault, pantomime, DoS, Byzantine 

assault, Distributed DoS, wormhole assault, and so forth Then again, aloof assaults are 

performed by rivals that have inadequate capacities. Aloof assaults are exemplified by traffic 

investigation, snoopping, and so forth Some open issues and principal impediments of MANET 

security perspectives have been examined in this part. 

A. Distributed Management  

No unified administration can be set up in MANETs attributable to its adhoc establishment and 

shared trait of hubs. Because of the shortfall of this unified control and dispersed nature of the 

organization, upkeep of new hub ages, loss of control in geography changes, verifying new hubs 

and secure information appropriation just as keying data are influenced. Besides, it likewise 

makes assault location complex since no essential issue screens the traffic in a huge scope and 

very dynamicadhoc network 

 

B. Limited Resource  

There is a deficiency of data transfer capacity, power assets, and computational imperatives in 

adhoc networks because of fleeting and adhoc sending in brutal conditions with restricted assets. 

Adhoc networks have become a jungle gym for the two engineers and aggressors attributable to 

the limited assets, and its answer space has additionally been essentially influenced [19]. 

 

C. Cooperativeness  

MANETs have changed from customer worker organizations to agreeable organizations 

attributable to the shortfall of a focal administrator and shared design. This cooperative nature 

looks for trust among the organization hubs during directing or any information trade. An 

adjustment of this agreeable nature brings about compromised or self centered hubs setting up 

requires constrained collaboration among MANET hubs and redid MANET security 

arrangements [20], [21]. 

D. Dynamic Topology  

Energy consumption in hubs, hub portability, actual obstacles, and hub repudiation because of 

activities against narrow minded and pernicious hubs and hub compromises, because of the 

unique idea of MANET requires versatile security arrangements. 

E. Wireless Medium  
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The free access gave to the remote medium in MANETs makes it powerless against different 

assaults like dynamic obstruction and snoopping. Noxious hubs can utilize this remote mode for 

infusing parodied bundles or adjusting other portable hub transmissions. 

 

 

F. Infrastructure-less  

No specific infrastructure is available in MANETs to address security services like 

certificates, key distribution, etc.  

G. Threats from Compromised Nodes within the Network  

The dangers from the hubs compromised inside the organization can be really undermining 

when aggressors have the legitimate unscrambling just as encryption keys and use them to 

perform malignant activities. Additionally, such assailants endeavor to lead new assaults not 

known to the protected framework [2]. 

 

H. Absence of Secure Boundaries  

MANETs neglect to give safe limits from the external environmental elements for getting 

against unfortunate admittance to the organization, subsequently making it powerless against 

aloof assaults. 

III. SECURITY REQUIREMENTS IN MANET  

The area of safety is tremendous, and the organization can be viewed as secure if the 

characteristics portrayed beneath hold great. Frameworks that arrangement with the trading of 

touchy data should utilize some model to guarantee security from assaults. The reciprocal credits 

ought to be thought about to portray the different security needs of adhoc networks.  

 

Since hubs are associated with MANETs for a restricted time frame, constant limitations should 

be kept up with to accomplish the objective of controlled admittance to restricted assets. The 

basic prerequisites for networks are as per the following [22]: 

 

Confidentiality – In MANET, each hub or application is permitted to get to just a particular 

arrangement of administrations of the applications that are being utilized right now. 

Classification is needed to keep a rival from traffic investigation and to secure the information. 

 

Integrity – It is the property of the approved organization hubs to alter, erase or make bundles. 

Such an element guarantees that messages or information are not changed by the aggressors 
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while on the way. Something else, the altered essential information may straightforwardly 

influence the clients. 

Authentication – There ought to be trustable correspondences between two unique hubs. Hubs 

ought to react to just those messages that are sent by genuine organization individuals. 

Accordingly, it is fundamental that the message sender is verified, and another hub be approved 

to refresh data or to get data. 

Non-Repudiation – This component ensures that the source or objective don't deny having sent 

or gotten any information. It helps with secluding the pernicious hubs. Anytime of time, when 

there is an examination on the personality of a hub, the sender should not deny the message 

transmission. 

 

Availability – One of the highlights of the organization is guaranteeing that approved hubs can 

offer types of assistance and information regardless of all dangers or assaults. Regardless of 

whether the framework is assaulted, it ought to be available through substitute techniques with 

no impact on its exhibition.  

 

The conviction of disclosure – It ensures that the source hub obtains the objective hub address 

by utilizing a course revelation measure prior to dispatching the parcels to the foreordained hub. 

Lightweight computations – Computations on route discovery can be performed with ease.  

Isolation – This property prevents a particular network node from communicating with any other 

network node.  

 

Data Verification – After validating the sender, the destination node performs verification to 

ascertain if the message received contains the undermined or right information.  

 

Attack Resilience – It is needed for supporting the functionalities of the system in case some 

nodes are crushed or traded off.  

 

Privacy – It prevents the individual's private information data against unapproved or 

unauthorized access.  

 

Freshness – It guarantees that the malicious nodes refrain from sending the received packets 

beforehand.  
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IV. TRUST IN MANET  

Trust is thought of, by an essential depiction, to be a proportion of emotional assessment that 

one gathering or individual uses to assess the likelihood that someone else or gathering will 

execute an ideal activity whenever the chance presents itself and to see whether that movement 

has happened [22]. At whatever point proposed to work with high-likelihood, the exercises one 

individual or gathering are relied upon to execute will be done favorably. When making trust 

relationship among the taking an interest hubs, it is critical to empower collective advancement 

of program measurements. This idea is imperative for the advancement of correspondence and 

organization functionalities by the originators. A key thought that diagrams the significance of 

the subject concerning the security of MANETs is that trust is constantly needed in creating 

connections when there is vulnerability. This is in accordance with the issue of MANETs, where 

unexpected conduct is the central concern. Trust is characterized as the conduct of a gathering of 

relationship among things contributing in a cycle, with the affiliations dependent on the 

verification made by the previous interchanges of substances. A trust might happen between 

these elements in the occasion the connections end up being consistent with the cycle 

subsequently. In another manner, trust is the measure of confidence with respect to the conduct 

of new things (agents). In MANETs, the trust might be depicted as a degree of conviction 

according to hub/specialist/element conduct. The likelihood worth of trust can be either 0 to1, 

with 0 meaning DISTRUST and 1 implying TRUST [23]. 

 

A. Features of Trust in MANETs  

Attributable to the wireless medium of MANETs, characteristics and the theory, trust must be 

cautiously defined [22]. The essential features of MANET trust are:  

 A decision technique to verify trust toward an entity has to be wholly spread because the 

being of a trusted third party (e.g., a trusted central certification authority) may not be 

supposed.  

 Trust must be confirmed in a well-customized way without too much communication 

load and computation, even while apprehending the intricacies of the belief association.  

 Decision support for MANETs must not believe that the node(s) are co-operative. In 

selfishness and resource-constrained environments, it is possible to be widespread above 

collaboration [23].  

 Trust can‟t be static. It is dynamic.  

 Trust is subjective.  
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 Trust is not transitive. The reality is that A trusts B and B trusts C does not conclude that 

A trusts C.  

 Trust is considered as asymmetric, but mostly it is not reciprocal.  

 Trust is dependent on context. A may trust B in one aspect but, not in the other.  

 

In MANETs, most of the node(s) participating in routing, require high computational power. 

Thus, the nodes with high battery power are considered to be trusted while the nodes with low 

battery power although genuine (not malicious) are not trusted.  

B. Centralized Versus Decentralized Trust  

Unified trust alludes to the state where for each extra hub in the framework trust esteems are 

determined by a typical confided in hub. All client node(s) of the strategy demand this confided 

in hub to give them counsel about the extra node(s). The state clarified here has two fundamental 

ramifications. To start with, it's sensible to assume that an unmistakable client node(s) is 

probably going to have unique assessments in regards to a similar objective hub.  

 

Also, since each and every other client hub is reliant upon the reliability of this particular hub, it 

prompts a weak link. This reality is concealed in a decentralized plan of the trust issue where a 

hub imparts to each client hub, hence being the focal point of its reality. i.e., client node(s) are 

responsible for registering their own personal trust esteems for practically any objective hub 

they want. This "base up" approach is the most broadly carried out [22]. 

MOHAN 

V. CLASSIFICATION OF MANET ATTACKS  

The attacks in mobile adhoc networks can be grouped based on various criteria such as 

source/domain, nature/behaviour of attack, the number of attackers involved and processing 

capacity.  

 

A. Based on Source/Domain  

a) Internal attack – The attackers, in this case, are present inside the network; therefore, any 

node in the system is malicious.  

b) External attack – The attacker is present external to the network peripheries and attacks the 

unknown node or entity.  

 

B. Based on Nature/Behaviour  
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a) Active attack – Active attacks are attempts at modifying or altering data without legal 

permission. Injecting false packets into the actual data stream to gain authorization is also 

included in such attacks. Such type of attacks can further be external or internal.  

b) Passive attack – Passive attacks try to gain confidential information after monitoring network 

traffic without interfering in the functioning of the routing protocol.  

 

C. Based on Processing Capacity  

a) Wired – The intruders employ a wired medium to gain unauthorized access.  

b) Mobile – The intruders utilise a wireless medium to gain unauthorized access.  

 

 

D. Based on the Number of Attackers  

a) Single – Only a single person or malicious node disrupts the usual flow of the network.  

b) Multiple – More than one person or malicious node get together to disrupt the normal network 

functioning.  

 

E. Attacks Corresponding to Different MANET Layers  

The description of various attacks based on distinct layers of MANET is given in Table I. 

 

Table- I: Attacks on various MANET layers 

Layer  Attack  

Physical  Jamming, interceptions, eavesdropping, active interference, malicious 

message injecting  

Data Link  Traffic analysis, monitoring, SYN flooding, TCP ACK storm  

Network  Spoofing, wormhole, grey hole, Byzantine, blackhole, resource 

consumption, flooding, location disclosure attacks, Sybil, routing attacks, 

sinkhole  

Application  Repudiation, malicious code, data corruption  

Transport  Session hijacking, TCP ACK storm, SYN flooding, jellyfish  

Multi-Layer  DoS, replay, man-in-the-middle, impersonation  

 

These attacks have been summarized below:  

1) Black-Hole Attack  

The attacker establishes a path to a specified destination 

via itself and transmits false routing packets. When the data packets reach the point, those 

packets are dropped away (as shown in Fig. 1), thus outlining a black hole (or dark gap) where 

information keeps entering without leaving [24].  
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Fig. 1. Demonstration of blackhole attack. 

 

2) Cooperative Black-Hole Attack  

This is a complex sort of assault which is finished by at least two conspiring hubs. The 

imperceptible intriguing hubs take part in the assault and cause the source hub to accept that 

there is a dependable course [22]. 

3) Grey-Hole Attack  

In this assault, the parcel is deliberately completely dropped or dropped for some particular time 

by the noxious hub (Fig. 2). The condition of the malevolent hub is turned around back to act as 

a typical hub. The pernicious hub that gets the parcel to be sent is dropped off after the course 

revelation measure 

 

 

 

.  

Fig. 2. Demonstration of grey-hole attack. 

4) Jellyfish Attack  
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In Jellyfish assault, the assailant gets to the framework, interferes into the gathering and 

transforms into a piece of the framework for sending the parcels. When it turns into a piece of 

the framework, it postpones the bundles and expands the exhibition factor End-to-End worth to 

extremely high, prior to passing on the information parcels. The general organization 

correspondence is affected because of high deferrals [25]. 

5) Worm Hole Attack  

In cosmology, a wormhole joins two distant situations in space by an alternate way 

path.Similarly, in MANETs, at least one assaulting hubs might hinder steering by shortcircuiting 

the organization (as displayed in Figure 3), in this manner upsetting the typical progression of 

bundles [24].

 

Fig. 3. Demonstration of wormhole attack. 

 

6) HELLO Flood Attack  

Attacker nodes flood the networks with superior quality routes with powerful 

transmitters. Thus, each node attempts to pass on their respective packets to that node expecting 

that it is the best possible route to the destination node. Some nodes may forward their packets 

to the destination nodes that are beyond the range of attacker nodes [22].  

 

7) Bogus Registration Attack  

It is an active attack where attackers disguise themselves as some other nodes by creating fake 

beacons or transmitting stolen beacons to register themselves with the nodes as neighbours [22].  

 

8) Man-in-the-Middle Attack  
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In this attack, the assailant nodes sneak into a genuine route and attempt to sniff the packets that 

flow through it [21].  

 

9) Rushing Attack  

In this attack, route request sequence numbers are multiplied by the attacker (Fig. 4). The 

reactive protocols maintain the sequence numbers for suppressing replica packets at the nodes 

[24]. 

 

Fig. 4. Demonstration of the rushing attack. 

10) Sybil Attack  

The attacker, in this case, produces multiple fake identities by feigning to be made up of 

various nodes in the system [26]. Subsequently, one node may adopt the function of numerous 

nodes (as depicted in Fig. 5) and might analyze or get in the way of numerous nodes 

simultaneously. 

 

 

Fig. 5. Demonstration of Sybil attack 
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11) Byzantine Attack  

A set of intermediate nodes collaborate in Byzantine attack to carry out attacks that comprise of 

generating routing loops, passing on packets to non-optimal routes resulting in an interruption in 

the routing services of the network [27].  

 

12) Sinkhole  

In this attack, the attacker nodes eavesdrop on the entire data that is being transmitted among 

neighbouring nodes. This attack may be implemented in MANET like AODV protocol utilising 

computation for reducing hop count and maximizing the sequence network; such a malicious 

node appears to be the best path available for node communication [27].  

 

13) SYN Flooding  

This attack comes under the category of Denial of Service. An opponent frequently sends 

connection requests until the resources needed for every connection reach a limit or are 

exhausted. SYN flooding creates resource restrictions for the valid nodes [28].  

 

14) Eavesdropping  

The process in which an unauthorized attacker intercepts messages and reads them without 

changing the message contents is referred to as eavesdropping [29]. Mobile nodes in MANETs 

share a wireless medium where messages are broadcast and thus can be intercepted quite easily 

when the specific frequency of the message is tuned.  

 

15) Routing Attack  

In this type of attack, malicious nodes attempt to delete or alter the routing tables of the network 

nodes [30], [31]. Since the information in the routing table is destroyed, processing time, as well 

as packet overhead increases.  

 

16) Resource Consumption Attack  

Malicious nodes, in this attack, employ some means to waste network or node resources [32]. 

For example, malicious nodes lead packets into a loop comprising of ordinal nodes. Thus, the 

energy of the node gets used up in the transmission of forged packets. This also leads to network 

congestion and increased probability of packet loss.  

 

17) Session Hijacking  
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It is a grave error that provides a chance for malicious nodes to act as a sound system [29]. 

Through this attack, malicious nodes conduct themselves like real nodes in the communications. 

The most efficient way to defeat this attack is considered to be cryptography.  

 

18) Denial of Service  

In this type of attack, malicious nodes prevent regular nodes from accessing network services or 

data [29], [33]. A particular service or node shall be unapproachable, and resources (e.g., 

bandwidth) will be wasted. In addition, packet delay as well as congestion increases.  

 

19) Jamming Attack  

This attack is a category of DoS attack [29]. The goal of the jammer is to intrude with normal 

wireless communications. Jammers may acquire their goals by blocking a true traffic source 

from transmitting a packet, or by inhibiting the delivery of valid packets [22].  

 

20) Malicious Message Injecting  

The attacker, in this case, injects forged streams into the actual message and degrades the 

message integrity [34]. As a result, the attacker disrupts network functionality.  

 

21) Active Interference  

It is a kind of DoS attack that disrupts communication or blockades wireless communication 

channels. The impact of such an attack is based on the routing protocol and their duration. The 

attacker shall either try to replay previous messages or counterfeit the order of messages. 

Previous messages can be replayed for reintroducing outdated information [34].  

 

22) Malicious Code Attacks  

Such attacks affect the operating system as well as user application and also includes viruses, 

worm attacks, etc. [2], [35].  

 

23) Multilayer Attacks  

The artificial attacks, DoS attacks, man-in-the-middle attack, etc. affect multiple MANET layers 

[35].  

 

24) Traffic Analysis and Location Disclosure  
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Assailants, in this kind of assault, listen in on the remote connection traffic to determinine the 

situation of the objective hub by inspecting the telecom highlights, measure of data broadcast by 

hubs and the model of the message [29]. For instance, huge traffic streams to and from the 

control place in the real situation. The investigation of traffic model consequently permits 

interlopers to learn the MANET instructing hubs. Albeit the correspondence data is gotten 

utilizing encryption, the assessment of traffic should be possible to eliminate some essential 

data. The aloof assaults don't influence the usefulness of the organization straightforwardly; 

notwithstanding, the revelation of significant data during the assessment of traffic or listening in 

could demonstrate costly in different MANET application advancements like military 

correspondence, and so on 

 

25) Sleep Deprivation Attack  

It is a category of Distributed Denial of Service attack in which the attackers interact with nodes 

that seem to be authentic, but the main objective of such an interaction is to bring out the victim 

nodes from their power-conserving sleep mode [36].  

 

26) Spoofing  

In spoofing, malicious nodes pretend to be some other node. This is done to change the 

visualization of the network topology that is acquired by a legitimate node [22]. The attacker 

achieves it by falsely indicating some other node's IP as its own [4]. This attack is sometimes 

also referred to as man-in-the-middle.  

 

27) Replay Attack  

In the replay attack, the assailant disrupts the network routing traffic by continuing to retransmit 

the valid data which have been captured before. Generally, such an attack is directed at the 

freshness of routes, but it is also beneficial to test the weakly designed security approaches of 

networks [10].  

 

VI. EFFECTS OF SECURITY ATTACKS IN MANET  

When various security attacks in MANETs are discussed, considering the issues caused 

by different attacks is a must. Several problems arise as a consequence of attacks on different 

layers [37].  

A. Time Delay  

Any attack results in network time delay that lead to the rejection of the request by the receiver.  
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B. Data Loss  

Attacks such as grey hole attack, blackhole attack, malicious node attack, etc. attract traffic by 

providing false routing information and drop control packets and some/all data that pass through 

it. In such situations, partial or complete loss of data is likely to occur.  

C. Full/Partial Network Paralysis  

In modification attack, fabrication attack, etc. when the connection is not working or node 

routing tables are trashed with incorrect information; there is a chance of paralyzing the network 

[32].  

D. Compromise QoS  

Attacks such as wormhole attack or tunnelling compromise network security. In such situations, 

the packets are forwarded to the nodes which are at a multi-hop distance via a tunnel and are 

redirected to the network [38]. In this way, the other node may acquire the entire information 

about the network which could affect the Quality of Service.  

E. Misuse of Services  

When any node acts selfishly, it tends to exploit the services offered by the mobile adhoc 

network, such as consumption of bandwidth and network flooding.  

 

VII. SECURITY APPROACHES IN MANETS  

The security approaches that have been designed for MANETs are divided into two 

types: Preventive and Reactive Mechanisms. 

 

A. Preventive Mechanisms  

In such mechanisms, the conventional prevention methods like encryption, digital 

signature, authentication, access control, etc. are employed as the first defence line for 

authenticating the data source and verifying the integrity of data [2]. The message digest is 

sufficient for ensuring data integrity while it's being transmitted. Threshold cryptography might 

be utilised for concealing data by splitting it up into various shares. Digital signatures may be 

employed for achieving authentication and data integrity. Nevertheless, these mechanisms fail in 

securing the network against internal attacks once the attacker possesses a valid decryption and 

encryption key and may use them to perform malicious actions. The assailants may also attempt 

to launch fresh attacks unknown to the secure system. The preventive mechanisms can be further 

categorized into two types: Secure Key Management Schemes and Secure Routing Protocols.  

 

1) Secure Key Management Approaches: Prevention from External Attacks  
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Key management, authentication and encryption are extensively employed for thwarting 

external attacks. Nevertheless, key management schemes face many issues in ad hoc networks 

owing to their characteristic features. Key management scheme comprises of two main aspects: 

key revocation and key distribution. A Trusted Third Party (TTP) comprises a trusted entity to 

communicate the network nodes about the provision of key management services. The TTP can 

be offline, online or in-line [2]. Owing to a dynamic environment, a centralized certificate 

authority is not possible to be deployed in MANETs. Thus, several attempts have been made by 

the researchers to distribute the CA tasks among nodes in the distributed and dynamic MANET 

environment [39]. The Distributed Certificate Authority (DCA) conducts its work in a 

distributed manner when the mobile nodes cooperate.  

 

The key management approaches in mobile adhoc networks are divided into three kinds: 

Asymmetric Key Management, Symmetric Key Management, and Group Key Management.  

i) Asymmetric Key Management  

In these schemes, two keys (private and public) are employed for network communication. 

Every receiver node possesses a secret private key and a public key that is broadcast to every 

network node.  

 

ii) Symmetric Key Management  

In these approaches, a single key is utilised to communicate in both directions, and such 

mechanisms rely on the already deployed key [2]. For 𝑛 number of nodes in a network, (𝑛−1)2 

number of pairs of keys are needed for secure network communication.  

 

iii) Group Key Management  

Simple and Efficient Group Key Management (or SEGK) and Hybrid or Composite Key 

Management Schemes constitute the group key management approaches in mobile adhoc 

networks [2]. These two schemes can be employed parallelly, or further approaches can be 

utilised along with these schemes such that the pros of one method can mitigate the cons of 

another.  

Nonetheless, the research community concluded that the majority of the key management 

approaches fail to comply with resource constraints as well as other limitations of MANETs.  

 

2) Secure Routing Protocols for Attack Prevention  
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The secure key management schemes prove beneficial for authenticating mobile nodes 

and to thwart the masquerading of outsiders as interior nodes in the adhoc network. But such 

approaches fail to ward off the attacks that are directed at the adhoc routing process. To 

safeguard the routing process from these assaults, numerous safe routing protocols have been 

put forward by researchers for enhancing or replacing the existing ones [39]. Different secure 

routing protocols that exist for MANETs have been discussed in brief in this section:  

SAR [40] includes the degree of node trust into conventional routing metrics by making use of 

the decryption and encryption process, with the same key.  

 

Timed Efficient Stream Loss-tolerant Authentication (TESLA) [41] is a source 

authentication method that is light-weight and is based on preliminary weak synchronization of 

time between the senders and the receivers. This is followed by a deferred issue of 

authentication keys by the senders.  

SAODV [42] is a reliable and safe extension of AODV utilising asymmetric cryptography. It 

employs a digital signature to sign the routing request packets‟ non-mutable fields.  

SRP [43] is an extended scheme that might be applied to numerous reactive routing protocols 

prevalent. The simple notion of SRP is the establishment of a Security Association (SA) 

between the destination and the source node. This SA can be formed by the negotiation of a 

hybrid key distribution that depends on the public keys of destination and source nodes.  

SPAAR [44] necessitates that every network device should possess a GPS locator for 

determining its position. The packets are acknowledged only from a single hop neighbouring 

node to thwart “invisible node attack”.  

 

OSRP (On-demand Secure Routing Protocol Resilient to Byzantine failures) [45] is a 

secure routing method that relies on onion encryption to detect faulty links in case of 

manifestation of colluding nodes that introduce byzantine failures in the routing process.  

Secure Message Transmission (SMT) [46] makes use of information distribution, node-to-node 

Security Association (SA) and feedback mechanisms for safeguarding node-to-node network 

transmission.  

 

SEAD [47] is a proactive routing protocol that employs DSDV-SQ-protocol based 

threshold secret sharing algorithm. SEAD depends on a one-way hash chain with no application 

of asymmetric cryptography for ensuring secure MANET communication.  
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SLSP [48] is utilised for securing distribution as well as discovery of Link State Update (LSU) 

packets for topologies with a local and network-wide scope.  

 

S-DSDV [49] is a secure variant of DSDV in which a normal node can effectively sense 

the malicious routing updates with a forged sequence number (smaller or larger) or forged 

distance (longer, same, or shorter), only if there are no colluding nodes. S-DSDV involves 

cryptographic methods for message and entity authentication.  

ARAN [50] incorporates secure routing over DSR and AODV that uses public-key cryptography 

such that every node recognizes the precise subsequent hop on a route towards the destination 

node. ARAN necessitates the existence of an online certification authority.  

 

Ariadne [51] is a reliable extension of DSR utilising TESLA protocol. It is based on 

symmetric cryptography and employs a one-way Message Authentication Code (or MAC) for 

authenticating routing messages between each node pair as well as among the communing 

nodes.  

Secure –MADOV [52] is a stable multicast on-demand routing protocol with each node acquiring 

a public/private key pair as well as a CA-signed certificate. This certificate attaches the node‟s 

public key to its IP address.  

 

SOLSR [53] is a link-state routing protocol that is table-driven with weak clock synchronization 

to time-stamp the messages. A key distribution centre is expected to exist in the system to 

handle the public keys or creation of secret keys for message integrity, authentication, or other 

operations related to security.  

 

Majority of secure routing protocols cover only some possible attacks that target particular state-

of-the-art routing protocols without constituting a comprehensive security approach.  

 

3) Trust Management Based Schemes  

In terms of effective node collaboration and security enhancement, a significant aspect of 

mobile adhoc networks is trust. Trust Management (TM) ascertains that every communicating 

node is trustworthy while the fundamental operations of MANETs are carried out, thus making 

the conventional security solutions more reliable and robust [2]. Several routing protocols for 

MANETs based on trust are briefed below:  
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CORE (COllaborative REputation) [54] is a collaborative reputation system identical to 

CONFIDANT (where reputation system and monitoring are considered) to detect selfish nodes 

in a MANET. CORE differs from CONFIDANT in allowing only positive reports through it, 

while CONFIDANT permits negative reports as well.  

 

TAODV [55] employs the fundamental trust management concept for exchanging the 

trust information among network nodes and safeguarding the routing actions from malicious 

MANET nodes consequently. In TAODV, opinion represents the value of trust degree among 

network nodes. This opinion is dynamic and is updated recurrently based on the routing action 

of nodes.  

 

Trusted-DSR [56] is an extension of DSR, where the route is chosen by the source nodes 

using the trust values of every intermediate node in the path towards the destination. The node 

trust value is determined via an approved method from the destination to the source.  

Trusted AODV [57] is a modified AODV implementation. Two fresh control packets (viz. Trust 

Reply packet (TREP) and Trust Request packet (TREQ)) are included in the AODV protocol for 

securing the routing procedure.  

 

Trusted AOMDV [58] is a trust-based scheme that employs soft encryption in AOMDV 

protocol.  

 

Secure Routing using Trust (SRT) [59] is an algorithm for safeguarding Node Transition 

Probability (NTP) protocol utilizing the level of trust.  

 

In Friendship Based AODV (FrAODV) [60], two evaluation algorithms are utilised for 

evaluating the reverse path as well as the forward path between the source and the destination 

using the neighbours‟ friendship values (or trust values).  

 

B. Reactive Mechanisms  

Intrusion detection methods act as the second defence line in reactive mechanisms. The chief 

objective of intrusion detection schemes is pinning down the abnormal actions in the exploit 

before real damage is carried out to the resources [2]. It is a useful method to respond to various 

attacks after their detection.  
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1) Intrusion Detection Systems  

In MANETs, Intrusion Detection System (or IDS) acts as a second defence line. It is the 

most effective security solution in the war against security assaults affecting several levels in 

MANETs. In [61], intrusion detection has been described as “a process of monitoring the events 

occurring in a system or network, analyzing them for signs of possible incidents which represent 

a violation of security policy and standards, and report unauthorized and malicious activities 

accordingly”. An IDS is a hardware or software entity for automating abnormal activity 

detection that may compromise the availability, confidentiality or integrity of a system and has 

the following functionalities [2]:  

 Analyse the system behaviour or network traffic.  

 Recognize malicious and unauthorized actions in a system/network automatically.  

 Activate the alarms after identification of malicious activity.  

 

 

a) Intrusion Detection Techniques  

Intrusion detection techniques can be categorized into four main types based on the employment 

of the detection mechanism in the system. These are:  

 

i. Signature-based or misuse (knowledge-based) intrusion detection  

This mechanism evaluates the activity of the user with the intrusion patterns (known as 

signatures) that are already recognized [62]. This system comprises of an internal signature 

database. If any action of the user is found to be identical to the signatures/stored patterns, an 

alarm shall be triggered.  

Pros:  

 Efficient and precise method to detect known attacks.  

 Safeguard the system/network instantly after installation.  

 Easily understandable mechanism.  

 High detection speed owing to the short time spent in handling false positives.  

 

Cons:  

 Inefficient in detecting various known attacks and unknown attacks.  

 Difficulty in updating  

the signatures regularly.  
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ii. Anomaly-based (behaviour based) intrusion detection  

It assesses the system actions at any time against regular behaviour and produces the 

alarm when the digression from regular behaviour goes beyond a preset threshold. It includes 

two steps: detection and training. It has to be trained from regular behaviour prior to its 

employment in any detection model [63]. During detection, abnormal behaviour is classified 

from normal behaviour based on heuristic rules or techniques.  

Pros:  

 Efficient detection of sudden and new attacks.  

 Facilitates in detecting privilege exploitation of resources.  

 Very low maintenance needed after installation since it keeps learning from network 

actions and builds respective profiles.  

 Not very reliant on system software.  

 

 

Cons:  

 Misclassification in the detection is possible due to intrusion information in the training 

phase.  

 Weak accuracy of profile because of constant change in the observed events.  

 Not scalable to gigabit speeds.  

 Acceptance of attack behaviour as „normal‟ if the attackers modify their behaviour 

patterns.  

 Hard to generate alerts in real-time.  

 Definition of normal behaviour is challenged by the lack of anomalous samples in the 

training phase.  

 

iii. Specification-based intrusion detection (stateful protocol analysis)  

It outlines a set of restraints that portray the accurate functioning of a program or 

protocol and supervise the protocol at any time with the distinct restraints to identify any 

deviations [61].  

Pros:  

 Adds the specification features to the protocol analyser in a quick manner.  

 Efficient identification of unexpected action sequences.  
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 Able to sense unknown attacks with lower rates of false-positive results.  

 

Cons:  

 Resource depletion due to of continuous tracing of the protocol‟s state.  

 Failure to sense the assaults that do not breach the protocol behaviour directly.  

 The development process of the specification features is tedious.  

 Might be incompatible with specific versions of some system software and applications.  

 

iv. Hybrid or compound IDS  

 

Hybrid IDS is a blend of two or more intrusion detection techniques [64].  

Pros:  

 Efficiently detects the unforeseen and new vulnerabilities.  

 Detects unknown assaults with lower rates of false-positive results.  

 

Cons:  

 Increased processing overhead.  

 

VIII. FUTURE RESEARCH DIRECTIONS  

There are quite a lot of research directions in the implementation and design of security 

approaches for MANETs.  

 A great deal of research is anticipated to discover novel security threats and analyse the 

collective scenario of the current assaults in mobile adhoc networks.  

 Majority of the systems proposed in the past cover only some of the potential attacks 

targetting a particular routing protocol and do not form a complete security solution. 

Thus, security solutions should have the ability to deal with a wide variety of security 

challenges together with a comparable cost; and should also adopt the new technological 

changes.  

 It is also essential to design an efficient and practical key management system for 

enhancing MANET security.  

 The effective key agreement and key distribution across an exposed channel in mobile 

adhoc networks is a hot topic for the research community.  

 Over the years, a lot of intrusion detection systems and techniques have been put forth 

for MANETs. Nevertheless, no globally acknowledged standard/metric for assessing the 

detection system efficacy exists. Detection latency can be utilised as an essential metric 

to evaluate the IDS. The CPU processing load, resource consumption, communication 

overhead, and power consumption might be significant standards and metrics for 
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assessing the IDSs in MANETs. Therefore, defining a set of metrics/ standards for 

evaluation of the IDS is an open research area.  

 Intrusion detection systems should be devised such that they can operate autonomously 

with no human supervision and offer the requisite protection level to the node as well as 

the network.  

 The efficiency of an IDS sensor node may be hindered by a flooding attack crashing the 

alert processing functions of IDS sensor nodes due to voluminous false positive alarms. 

As a result, the IDS should be able to shield itself from security attacks or unauthorized 

access. The IDS ought to be self-protected and self-monitored.  

 Due to highly dynamic network data, detection models representing the normal system 

behaviour become rigid over time since regular behaviour varies with time. Effective 

detection systems should be lightweight for updating the standard changes in behavioural 

model regularly.  

 Offline detection schemes expend a reduced amount of energy but need more memory 

for storing the data for each time window.  

 

 Consequently, online lightweight detection methods should be given preference for 

ensuring data integrity and minimizing the detection delay time.  

 Majority of the previous research works focus on a few possible attacks only. It is a 

potential research field for the researchers to deploy cross-layer mechanisms to detect 

every possible attack targeting data-link, network, transport, and application layers.  

 Designing low-cost security mechanisms supporting source authentication or validity, 

information correctness and integrity as a combined approach with the prevailing IDSs 

based on hierarchical architecture is also a challenging research area.  

 The prevention techniques prove insufficient in providing adequate network security. 

Thus, to thwart critical attacks, cooperation enforcement mechanisms and IDSs are 

needed alongside prevention techniques to monitor the actions violating the MANET 

security policy. As a result, it is also challenging for the research community to design a 

hybrid mechanism (prevention as well as detection technique), that ensures data security 

with no limitations on their individual functions.  

 It is a challenging and tough task to state what is “normal” in MANETs due to its 

applications in on-demand and in emergency conditions.  

 Network scalability, i.e., handling a vast number of nodes, is a significant concern in 

itself while developing security solutions for mobile adhoc networks.  

 Lastly, it is worth noting that conventional trade-offs must be made between system 

complexity, performance, security, etc. The security mechanism must consider the 

availability of restricted resources in a MANET.  

 

IX. CONCLUSION  

MANET correspondence worldview has quickly developed as the premise of numerous 

advanced application arrangements in remote systems administration. With the steadily 

expanding multiplication of uses, numerous hidden dangers and security issues are likewise 

arising. The intrinsic attributes of MANETs itself make it an objective of differed sorts of 

assaults, that are non-existent in other systems administration frameworks. This paper 

introduced an organized and complete understanding into different parts of safety identified with 
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MANETs, as detailed in the cutting edge writing. The accentuation has been to decide the 

contributing elements prompting danger situations, synopsize network security prerequisites, 

categorisation of assaults dependent on the correspondence convention stack, and sum up 

preventive and receptive security plans. Moreover, the article outlines out a few exploration 

bearings needed for creating promising cutting edge security frameworks in MANETs and 

associated application standards.  
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